Internet Protocol (IP) address management is an increasingly growing concern at Sandia National Laboratories (SNL) and the networking community as a whole. 
List of Tables and Figures
Open source tools such as Northstar and FreeIPdb can give considerable insight in how SNL's IP address management system might be augmented to better manage its IP address space. Binary tree principles gained from these tools can help SNL manage its IP address space more efficiently. Although technical, the IP address space solution encompasses management as well. At SNL there doesn't exist a central entity that is responsible for managing its IP address space and seeing to it that it is not wasted. A lack of central management has allowed for uncoordinated IP addressing practices. This has made the task of improving SNL's IP address space more and more difficult the longer the issue has been neglected. The ideas proposed are only suggestions. It is important that an organization develop in-house strategies to custom fit their needs. IP address management requires both a technical and managerial solution for it to be most effective.
Organizational Requirements
Leaving out the managerial aspect will result in a system that is marginal at best.
Tool Specifications
The IP address management tool's specifications were based on the frequency of seeing a feature in open source and proprietary developers. Higher occurrences of features indicated that the given features were desirable as a whole. Lower occurrences indicated a feature was usually unique to that tool, or was not a major specification. These specifications were then coupled with the knowledge of network engineers at Sandia National Laboratories (SNL). The resulting compilation of specifications satisfied general IP address management specifications but were also tailored to meet the custom needs of SNL. The resulting specifications and a brief explanation of each specification are shown below.
• Web Accessibility o The tool must provide a means of easy access. A web interface will allow management/users direct interface from the internet.
• Multi User Access o Different levels of access must be implemented to segregate management from normal users. Management will have additional privileges hidden from normal users for administrative purposes.
• IPv4 & IPv6 Support o The tool should be able to subnet and keep track of assignments efficiently. The tool will also provide a means of Allocation, Requesting, and Reclaiming of IP address assignments.
• Variable Length Subnet Masking (VLSM) o VLSM will be supported. The tool will not allow address overlap indicate that address overlap has occurred.
• Import/Export Data Efficiency o The ability to Import and Export large subnet setups is required.
Imported/Exported data should contain information such as the subnet, network mask, owner etc.
• Resource Queries o Users must have an easy way to query resource availability and information about the existing IP address allocation. The amount of information that can be gathered is limited by management.
• Compatible with existing IP management tools o Either the tool or its implemented algorithms must be able to function in conjunction with Network Information System (NWIS)
• Easy to Use o Should remain transparent to the end user.
Open Source Tool Selection: NorthStar vs. FreeIPdb
The choice to use open sources tools is outlined in Appendix C. NorthStar [6] was selected as the most favorable choice because it was the best written and very modular which made it easy to customize. Both NorthStar and FreeIPdb [7] were largely uncommented which made algorithm extraction difficult. Code analyses revealed the tools utilize a binary tree structure and were built on a similar database. If algorithm extraction were to take place in a reasonable 
Binary Trees and IP Address Space
The root of a binary tree is representative of a network class before it has been broken down into smaller subnets. In this example we will use a Class A network. Any number of bits outside the standard class system used for masking an IP
address (i.e. identifying a network) is called Variable Length Subnet Masking (VLSM).
A node in a subnet tree may have two children at most. These children represent the total address space of its respective parent. Children are created by increasing the bits used to define a subnet by one bit.
Figure 4 Node Division
As more bits are used, the binary tree's nodes are further broken down and Useful information and patterns start to reveal themselves.
Figure 5 Node Relation to Address Space
Using a binary tree to visually represent how an address space is broken up makes it much easier to understand. To determine whether or not a subnet has already been assigned, it is only necessary look at the binary tree and check if the desired node exists. If the node exists, then the subnet is allocated or partially allocated. A node with a child indicates that part of that address space has been taken and therefore the node may not be fully assigned. A node on a tree with no children indicates that nothing below that node has been allocated therefore that node may be allocated in its entirety. Below is a brief example.
Figure 6 Subnets and Children
It is evident that a binary representation of an address space would be a beneficial concept to build an IP address management tool around. A numbering system of using upper and lower limits is required so a binary tree representation may easily be implemented in database form.
A subnet can be represented by creating two unique integer values representing the maximum and minimum limits of that address space. This is accomplished as follows: Now that the network binary tree is represented in a database form, algorithms can be constructed for IP address management. Below is an example algorithm that is used to assign a subnet. 
Outlook/Implications
Integration of NorthStar or a binary tree algorithm, to improve SNL's IP address management, is feasible. Not only will it provide an effective IP address management system, it will also give SNL VLSM support. The practice of assigning Class C networks as the smallest available subnet can be ended.
VLSM will help SNL to effectively manage its IP address by allocating enough IP address space to fit a customers needs. NorthStar doesn't have to be integrated in its entirety. The binary tree structure extracted from NorthStar can also serve as a means to improve IP address management. NorthStar will provide the foundation for future development.
Future Work
Future studies will consider alternate methods of address space representation and how legacy assignments can be defragmented to form a contiguous allocation of IP address space Appendix A
IP Address Management: A Global Problem
IPv4 has been used for 20 years and is becoming inadequate for current IP address requirements. Despite using 32 bits for addressing and providing 2^32 addresses (i.e. 4.2 billion), the available address space in IPv4 is running out.
When IPv4 was developed, some future growth was anticipated but not at the levels of today. There is evidence to believe that all existing addresses in IPv4 will be assigned by the year 2010 [3] and the need of more IP addresses will only increase.
As technology advances, so does the availability of electronic devices that have networking capabilities. It can no longer be said that computers are the only entities connected to the internet [4] . Now the list must also include: televisions, home stereos, personal digital assistants, gaming systems and cell phones. The list of devices with networking capabilities is being added to constantly while the rate at which IP addresses are being used is increasing exponentially.
The predicament of running out of IP address space is a global problem. East
Asia is the first to feel the problem's effects in its entirety. It is estimated that by the year 2007 China's IP addresses space will be depleted [5] . can address many of the limitations inherent [4] in IPv4, some of these include:
• Scalability -IPv6 offers far greater amounts of addressing space than
IPv4
• Security -includes security features in the basic specification including encryption and authentication of packets (i.e. IPSEC)
• Real-time applications -IPv6 employs a mechanism that assists in routing these packets
• Plug and Play included in standard specification -useful for novices and portable computing devices 
